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ABOUT WAVECOM SOLUTIONS OFFICESCREEN

Wavecom Solutions OfficeScreen is a fully managed,
hardware inclusive, Internet security and wide area
network solution that provides comprehensive pro-
tection from security threats plus secure remote ac-
cess. All bundles include:

Managed Firewall
Site-to-Site VPN

Web URL Filtering
Secure Remote Access
Advanced VolP Security

With optional 2-factor mobile phones authentication
provides additional security. Remote access users are
required to answer their mobile phone in addition to
providing user name and password during login.

WHO WE ARE

OFFICE SCREEN SOLUTION BENEFITS

Advanced Network Security

e Protects critical business assets from rapidly
evolving security threats

e Secures and assures VolP and Video applications
» Mitigates risk from a variety of security threats
emanating from the internet

Monitoring and Support

e Proactive Troubleshooting and Overnight Re-
placement with pre-configured hardware

e Daily support and management with 7X24X365
monitoring

- Rule set and routing changes

- Upgrades and patch management

- Backup and recovery

- Provisioning site-to-site VPNs

- Eliminate Risk of Hardware obsolescence

e Daily cloud based updates to URLs and AV Sig-
natures

Scalable and Affordable

e Hardware upgradeable to fit changing needs

¢ No capital or operating expenditures

e Predictable, low monthly cost delivers an unbeat-
able total cost of ownership

Wavecom Solutions offers state of the art communications services to enterprise
clients, local and international carriers, and residential customers. We leverage
our robust inter-island fiber optic network to deliver services that are flexible and
easily customized to provide you a premium end to end customer experience.
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Solution includes proactive circuit troubleshooting, sup-
port for dual wide area network connections with failover

OFFICESCREEN COMPLETE PRODUCT DE-
Performance Features

OfficeScreen 5 OfficeScreen OfficeScreen OfficeScreen OfficeScreen
Complete 10 Complete 25 Complete = 50 Complete 100 Complete

OnSite Users 5 10 25 50 100
Max Bandwidth T1 T1 10Mb 10Mb 10Mb
Remote Access Users 3 3 3 3 3
Site to Site VPN 3 3 3 3 3
BGP Support No No Yes Yes Yes
DMZ Support Yes Yes Yes Yes Yes
Stateful inspection firewall Yes Yes Yes Yes Yes
DoS and DDoS Protection Yes Yes Yes Yes Yes
Category Based Web URL Yes
Filtering Included Yes Yes Yes Yes Yes
Dual WAN Circuit Failover No Yes Yes 99.5%
Standard Availability 99.5% 99.5% 99.5
Features Benefits
Solution delivers best in class security technology fully Prevents data theft and system corruption by securing company
managed by security specialists data from unauthorized Internet access.
Solution includes IPSec VPN functionality making all loca- Always-on, local area network style connectivity to all locations
tions appear local for application and data with hub & spoke and meshed configuration options
Solution delivers powerful cloud based endpoint security Encryption protects against fraud and theft

check on company and non-company PCs

Increase network uptime through rapid troubleshooting,
support for two circuits and dynamic protocols like

THE SECURITY THREAT

86% of all computers are missing critical security patches, have out-of-date anti-virus software, or have disabled firewalls
Malicious code threats increased by 165% from 2007 to 2008. Trend continuing in 2009

Malware dramatically slows down end user computers (decreasing employee productivity)

Cyber attacks increased by 40% in 2008 resulting in loss of profits, intellectual property and employee productivity.

1 new infected webpage every 4.5 seconds

Average company encounters virus infections at a monthly rate of 1 for every 5 networked machines

Non-work related internet surfing results in up to a 40% loss in production each year

The average employee spends over 75 min per day using office computers for non-business activity

70% of all web traffic to internet pornography sites occurs during the work hours of 9am-5pm
$1 trillion in intellectual property was lost in 2008

>280 million records stolen in 2008

Unauthorized intrusions cost more than $70k a year per company
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